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Agenda
Welcome from the Controller

What are Internal Controls and Why are They Important?

The COSO Framework 

Control Environment

Monitoring Activities



Questions or comments are 
welcome!



What are 
internal controls?  

And why are they
important?



Internal Controls: Mitigate & 
Eliminate Threats



SCO website – Accounting – Internal Controls



Internal Controls Defined

Internal controls is a {_______},

effected by {______},

designed to provide {__________} {_________}

regarding the achievement of 

objectives relating to 

{__________}, {_________}, and {__________}.

Process

People

AssuranceReasonable

Operations Reporting Compliance



Process

Internal Controls

Process

Process

Process



Process

Process

Ongoing
Tasks & 
Activities

Inherent in
Management 

Actions

Embedded 
in Business 
Processes



Process

Process

Policies Procedures

Management 
Statements



Effected by People

Director-level
◦ Provides oversight

◦ Sets the tone

◦ The ethical atmosphere in the 
workplace created by the 
organization’s leadership

Management implements controls

Other personnel
◦ Learn responsibilities

◦ Understand limits of authority

Director-level

Management

Personnel



Reasonable Assurance

Reasonable assurance to management

Limitations in all systems
◦ Human error

◦ Misjudgment

◦ External events

Circumvention
◦ Collusion

◦ Management overrides

Even effective systems can fail



Objectives of Internal 
Control

Operations

Compliance

Reporting



Operations

Relate to the 
achievement of an 
organization’s basic 
mission and vision



Reporting

Internal and 
external financial 
and non-financial 
reporting



Compliance

Adherence to laws and 
regulations



Application in Job
Cash or cash-like transactions

Inventory process 

Payroll process 

Purchase requisition

Sensitive or proprietary information

E-mail

Computer Security Access

Firewalls

Grants/Federal and State funds

Loan issuance



Bottom Line: Mitigate & 
Eliminate Threats

Operations

Compliance

Reporting



The COSO Framework



http://www.coso.org/



COSO Internal Control 
Publications

1992 2006 2009 2013



COSO Framework

� Framework consists of:
 Objectives

� Operations

� Reporting

� Compliance



COSO Framework

� Framework consists of:
 Objectives

 Components

� Control Environment

� Risk Assessment

� Control Activities

� Information & Communication

� Monitoring Activities



COSO Framework

� Framework consists of:
 Objectives

 Components

 Entity Structure

� Entity

� Division

� Operating Unit

� Function



COSO 17 Principles



• Demonstrate Commitment to Integrity and Ethical Values
• Exercise Oversight Responsibility
• Establish Structure, Authority, and Responsibility 
• Commitment to Competence
• Enforce Accountability

Control Environment 

• Specify Suitable Objectives
• Identify and Analyze Risks
• Assess Fraud Risk
• Identify and Analyze Significant Change

Risk Assessment



• Select and Develop Control Activities
• Select and Develop General Controls over Technology
• Deploy through Policy and Procedures

Control Activities

• Use Relevant Information
• Communicate Internally
• Communicate Externally

Information and Communication

• Conduct Ongoing and/or Separate Evaluations
• Evaluates and Communicates Deficiencies

Monitoring Activities



Effective Internal Controls 

• Adherence to Policies and 
Procedures

• Judgment
 How much?
 Which controls?
 How effective are the internal 

controls?

• Internal control components and 
principles

• Risk Management
 Need strong internal control 

environment



Common Threats to Good 
Judgement

◦Rush to Solve

◦Overconfidence

◦Confirmation

◦Anchoring

◦Availability



Review Questions

1 - 3



Review Question #1
Internal Controls eliminate all threats to an organization

a) True

b) False



Review Question #2
Which departments are involved in internal controls

a) Accounting

b) Administration

c) Information Technology

d) All of the Above



Review Question #3
External auditors are considered part of the in the internal control system

a) True

b) False



3 Lines of Defense

https://www.coso.org/Documents/COSO-2015-3LOD.pdf



1st Line



2nd Line



3rd Line





Small Offices



Review Questions

4 - 5



Review Question #4
There are 3 lines of defense?

a) True

b) False



Review Question #5
Which is a common threat to good judgement?

a) Overconfidence

b) Confirmation

c) Availability

d) All of the Above



10 Minute Break!



Control Environment
Is the set of standards, processes, 
and structures that provide the basis 
for carrying out internal control across 
the organization.



Principle 1
“DEMONSTRATES COMMITMENT TO INTEGRITY AND 
ETHICAL VALUES.”



Principle 1

Demonstrates commitment to integrity and ethical values
◦ Set the tone at the top

◦ Establish standards of conduct

◦ Evaluate adherence to the standards of conduct

◦ Address deviations in a timely manner



Principle 2
“EXERCISES OVERSIGHT RESPONSIBILITY.”



Principle 2

Exercises Oversight Responsibility
◦ Establish oversight responsibilities

◦ Apply relevant expertise

◦ Operate independently

◦ Provide oversight for the system of internal controls



Principle 3
“MANAGEMENT ESTABLISHES STRUCTURES, REPORTING 
LINES, AND APPROPRIATE AUTHORITIES AND 
RESPONSIBILITIES IN THE PURSUIT OF AN OBJECTIVE.”



Principle 3

Management establishes structures, reporting lines, and 
appropriate authorities and responsibilities in the pursuit of an 
objective
◦ Consider all structures of the entity

◦ Establish reporting lines

◦ Define, assign, and limit authorities and responsibilities



Principle 4
“THE ORGANIZATION DEMONSTRATES A COMMITMENT TO 
ATTRACT, DEVELOP, AND RETAIN COMPETENT 
INDIVIDUALS IN ALIGNMENT WITH OBJECTIVES.”



Principle 4

The organization demonstrates a commitment to attract, develop, 
and retain competent individuals in alignment with objectives
◦ Establish policies and practices

◦ Evaluate competence and address short comings

◦ Attract, develop, and retain individuals

◦ Plan and prepare for succession



Principle 5
“THE ORGANIZATION HOLDS INDIVIDUALS ACCOUNTABLE 
FOR THEIR INTERNAL CONTROL RESPONSIBILITIES IN 
THE PURSUIT OF OBJECTIVES.”



Principle 5

The organization holds individuals accountable for their internal 
control responsibilities in the pursuit of objectives
◦ Establish accountability through structures, authorities, and 

responsibilities

◦ Establish performance measures, incentives, and rewards

◦ Evaluate performance measures, incentives, and rewards for ongoing 
relevance 





Review Questions

6 - 10



Review Question #6
Which of the following is NOT part of the (5) components of the COSO 
framework: 

a) Monitoring

b) Transparency

c) Risk Assessment

d) Control Environment



Review Question #7
True or False, organizational culture is influenced by the control environment and other 
components of internal control, and vice versa.

a) True

b) False



Review Question #8
The way the people in a company, organization etc are organized, with particular people 
managing other people is called:

a) Monitoring

b) Control Environment

c) Reporting lines

d) Micromanaging



Review Question #9
This is defined by the standards, processes, and structures that guide 
people at all levels in carrying out their responsibilities for internal control 
and making decision.

a) Tone at the top

b) Monitoring

c) Control Environment

d) COSO



Review Question #10
__________ is the qualification to carry out assigned responsibilities. It requires relevant 
skills and expertise, which are gained largely from professional experience, training and 
certifications.

a) Competence

b) Due diligence

c) Risk assessment

d) Tone at the top



Monitoring Activities



What are Monitoring Activities?

• Monitoring activities assess whether each of the five 
components of internal control and relevant principles are 
present and operating efficiently.

• Monitoring can be done through ongoing evaluations, 
separate evaluations, or some combination of the two.  



Why do we perform Monitoring Activities?

• To identify and correct internal control problems on a timely basis

• To produce more accurate and reliable information for use in 
decision-making

• To prepare accurate and timely financial statements

• To be in a position to provide periodic certifications or assertions 
on the effectiveness of internal control. 



How are Monitoring Activities performed?

Ongoing evaluations:

• Generally defined, routine operations, built into business 
processes and performed on a real-time basis

Separate evaluations:

• Should be conducted periodically by objective 
management personnel, internal audit, and/or external 
parties



Elements

Establishing a foundation

• Proper tone at the top

• Effective organizational structure 

• Starting point/baseline



Elements

Designing and executing procedures

• Persuasive information



Elements

Assessing and reporting results

• Evaluating identified deficiencies

• Reporting results



Detecting and Preventing Fraud with 
Data Analytics

• Are internal controls enough?

• How can we use data analysis?



Detecting and Preventing Fraud with 
Data Analytics

• Fraud Monitoring Plan
• Define objectives

• Define indicators

• Identify required data sources

• Obtain and safeguard data

• Determine extent of reliance

• Test the integrity

• Describe analytics tests



Analytical Procedures

• Repetitive or Continuous Analysis



Analytical Procedures

• Benford’s Law



Analytical Procedures

• Gantt Chart



Analytical Procedures

• Thresholds



Case Study - WorldCom



Review Questions



Review Question #11
Monitoring activities assess whether each of the five components of 
internal control and relevant principles are present and operating 
efficiently.

a) True

b) False



Review Question #12
Separate evaluations are generally defined, routine operations, built into 
business processes and performed on a real-time basis.

a) True

b) False



Review Question #13
Which of the following are part of the ‘Establishing a foundation’ element 
of the monitoring process?

a) Proper tone at the top

b) Effective organizational structure

c) Starting point/baseline

d) All of the above



Review Question #14
By using data analytics, we can find root issues, identify trends, and 
provide detailed results to those across the organization.  

a) True

b) False



Review Question #15
A ________ chart is a beneficial tool that can be used in any agency to 
track how long certain tasks take over a period of time.  

a) Lebowski

b) Bueller

c) Gantt

d) Dobler



Wrap-Up Questions



Review Question #16
Internal controls is a process effected by people, 

designed to provide ________ assurance.

a) Absolute

b) Partial

c) Reasonable

d) Quality



Review Question #17
COSO is the internal control framework.

a) True

b) False



Review Question #18
An agency implements a new policy requiring that all management and 
employees to have purchases over $500 be approved.  This relates to: 

a) Information and Communication 

b) Monitoring Activities

c) Control Activities

d) Control Environment



Review Question #19
Policies and Procedures should match.

a) True

b) False



Review Question #20
Identifying information requirements is an ongoing process.

a) True

b) False



Contact Info
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